Abstract-The purpose of this study is to investigate the cloud computing service security and access, by taking into account the service provider, and the customer's concerns. New trends of challenges from the two types of concerns are identified based on literature review. Especially, strategies to deal with the challenges in the mobile environment are proposed. It is expected that practitioners will be able to systematically consider the cloud provider, service provider and the customers' concern, in order to integrate as well as balance the need for cloud computing security and access.
INTRODUCTION
Cloud computing has grown from being a promising business concept to one of the fast growing markets of the IT industryin the past few years [1] . It is internet based,which provides shared resources, software and information to computersand other devices whenever demanded [2] .Many government-based institutions have acknowledged the cloud computing service' benefits, and are considering providing their own level of assurance and benefits.For instance, the Singapore Government is planning to implement commercially-available public clouds, a private government cloud, and enable the interoperability between agency clouds and a central cloud through a variety of internal government cloud standards [3] . However, there are significant concerns about cloud computing [4] despite of the increasing amount of activity and interest. Thus, the adoption of cloud computing can be affected, and eventually the vision of cloud computing as a new business model may be compromised.
Additionally, the advancement of mobile technology has generated a growing demand of data that can be accessed across devices (such as computers, tablet computers, and mobile phones), at anytime and from anywhere. Therefore, we use AaaS ( App-as-a-Service) to represent this trend in the emerging access technologies (Figure 1 , adapted from Jensen et al. [5] ). This has raised further concerns on cloud computing security, service accessibility and long-term interoperability.
This study explores service providers and users' concerns on cloud computing, especially in the context of the mobile environment. The research questions are:
 What might be the concerns to adopt cloud computing services?  What are the new trends faced by the service provider and the customer in the mobile environment?  What might be the strategies to cope with potential challenges and trends? The rest of this paper is organized as follows. Section 2 reviews previous research to categorize the concerns of adopting cloud computing services from both the provider and the customer's perspectives. Section 3 introduces new trends towards a more open collaboration between the service provider and the customer, in the context of the mobile environment. The new trends are summarized not only from existing literature, but also from real cases in China. Section 4 proposes several strategies aiming at helping the community to cope with the challenges mentioned in Section 2 and Section 3. Section 5 gives the final conclusion of this study and the directions for future work. 
II. CONCERNS FROM BOTH THE SERVICE PROVIDER AND CUSTOMER'S PERSPECTIVE
A liner relationship between the Cloud Computing Service Provider (CCSP) and the customers is shown in Figure 2 . There are three types of players in this relationship: the cloud provider, the service provider, and the terminal customer (sometimes the cloud provider is also the service provider). But in many cases, the cloud provider only delivers utility computing while the service provider delivers various applications to the customer. The following sub-sections first investigate the concerns of each party and then summarize the overall concerns. 
A. The Cloud Provider's Concerns
The cloud providers major concern is the growth of cloud computing. Such growth is the core driven force of their business. Armbrust et al [6] summarized the top 10 obstacles to growth of cloud computing as well as the opportunities. Based on this finding, we categorize the concerns into three dimensions: 1) the governance dimension, 2) the performance dimension, and 3) the data and infrastructure dimension ( Table 1) . The governance dimension mainly refers to the availability and continuity of the whole cloud computing business. The obstacles in this dimension determine whether the business will be successful and continuous. For example, if the availability is very limited for customers, it can lead to the failure of reaching a critical mass, and then there will not be enough users to support the operation of the business. Or if the software licensing is difficult to obtain, then developers might reduce applications on the cloud, which will reduce users' intention to continue the service.
The performance dimension mainly relates to the actual management of the cloud computing service. For example, if the performance is not stable, the users will not obtain satisfactory experiences, and then the users might not use the service again. On the other hand, if the service becomes popular in a short time, but the provider fails to scale it quickly, it will significantly impede other users' access.
The data and infrastructure dimension mainly deals with the technological level of concerns. For example, the security concern (data confidentiality and auditability), the storage concern, data transfer and bugs. These issues will affect the service's performance at the infrastructure level.
B. The Service provider's concerns
Service providers can be treated as the developers who deliver the solutions to end users. The providers may or may not own the clouds; here we discuss the providers who do not have to take care of the clouds. Focusing on the security issue, Subashini and Kavitha have done a survey investigating the service security concerns in the framework of service models [1] . They have also differentiated the concerns in the SaaS, IaaS, and PaaS context. From their results, we can see that the major Data and infrastructure security concern relates to the infrastructure, the data security and the identity management, while the major service performance concern is the web application, virtualization, and the availability management ( Table 2 ). 
C. The Customer's Concerns
In the context of cloud computing, the customer's concerns come from the user experiences and business demands; therefore there will be less technical concerns but more privacy, business, and mobility concerns. From the results of IDC ranking of cloud challenges, several issues emerged which influence customers' continuous use of cloud services [7] . For example, security, availability, performance, on-demand payment model may cost more, lack of interoperability standards, bringing back in-house may be difficult, hard to integrate with in-house IT, not enough ability to customize.
The security issue relates to the protection of privacy and online behavior, and the availability issue relate to the accessibility to services. These two concerns always go together like brothers, because too much emphasis on privacy protecting will more or less reduce the accessibility to cloud applications due to the restriction of data access.
Issues3 to 8 cover various aspects of factors that can influence customers' user experiences. For example, customers would like access to the services at anytime and anywhere, thus bringing back in-house and integrating with in-house IT are very important to enhance the mobility of customers.
In the next sub-section, we summarize the concerns from different perspectives and then identify the focus concerns in this study.
D. Security and Access as Major Core Challenges to Current Cloud Computing Services
Although previous sub-sections have categorized various concerns from different perspectives, two core challenges that might be the concerns of adopting cloud computing services have emerged (Figure 3) : the security concerns and the availability concerns. As shown in Figure 3 , the overlapping part among the three parties' concerns in the cloud computing services can be identified when we consider section A, B, and C together. Previous studies have focused on the technical issues on the security and availability challenges. An integration of the challenges from the three parties' perspectives is still scant. Next, we bring forward some new challenges relating to the security and access problems stemmed from current trends.
III. NEW CHALLENGES

A. Attributes/capabilities Desired by the Users
In this section, we focus on the AaaS environment, in which the customers mainly use mobile cloud services. Since customers will be able to access applications and data from a "cloud" anywhere in the world on demand, the customers are assured that the cloud infrastructure is very robust and will always be available at any time [8] . This will raise their expectation of the attributes or capabilities of cloud computing services, such as ubiquitous access, reliability, scalability, autonomic, dynamic discovery. All together, these expectations will generate more challenges to the cloud computing services that the cloud provider and the service provider have to work on.
B. Dynamic Mass Data Processing and Intelligent Data
Analysis As data analysis gets cheaper [4] , more and more cloud computing service providers are able to implement dynamic mass data analysis automatically. Google, for example, offers its popular Docs, Calendar and other services to businesses as a cheaper solution than buying software from a retailer [9] . Amazon, for another example, has also leveraged its huge server capacity to offer businesses a traditional cloud computing solution on mass data storage [10] .
The challenges in dealing with mass data are how to keep it dynamic and how to exploit the value by intelligent data analysis. In the mobile environment, major amounts of data are generated by the customers, making the collecting of data much easier. However, mass amounts of data needs to be synchronized, processed, and analyzed. Because of privacy concerns, enterprises running clouds collecting data have felt increasing pressure to anonymize their data [4] . How to reach the balance between intelligent data analysis and privacy protection is also a big challenge.
C. Increasing Authentication Demands
In AaaS models, users will authenticate in order to be able to use a cloud application rather than purchase a license and install the software on the client side. The advantages are, for example, making software piracy more difficult and giving the ability to centralize monitoring [4] . This trend stimulates the mobility of users, but increases the need to deal with authentication in a secure manner.
Too many steps for authentication might bring unsatisfactory feelings in user experiences, yet the increasing demand for authentication is still necessary. How to find the balance between authentication and secure but simple verification remains a challenge.
D. Other Challenges
Apart from the challenges above, there are many other issues coming from both technical and behavior sides. For example mash-up authorization [8] , in which users upload both sensitive and non-sensitive data to one cloud platform while much of the sensitive data have not been verified. Cost-effective defense of availability [8] is another example of such new challenges. As advertisers continue to embed all kinds of ads into customers' mobile devices, how to find cost-effective way to defend service availability to customers is one of the challenges.
IV. STRATEGIES
This section discusses possible strategies that might cope with the concerns and new challenges mentioned in sectionⅡand section Ⅲ. In general, the strategies cover different levels of problems (Figure 4 ). There are three levels of strategies that are interwoven with each other. The top level is the overall security governance (A), the middle level is standards and methods (B, C), and the bottom level is strategies toward market demands (D).
A. Security Governance
A security steering committee should be developed whose objective is to focus on providing guidance about security initiatives and alignment with business and IT strategies [7] . At this level, the governance mechanism will clearly define the scope of security as well as clarify the circumstances under which the customers could have desired access. Therefore, core and new challenges can be addressed at the beginning of the launch of cloud services. 
B. Security Management Standards
Standards that are relevant to security management practices in the cloud are: 1) Information Technology Infrastructure Library (ITIL), 2) ISO/IEC 27001/27002 and 3) Open Virtualization Format (OVF) [7] . However, not many organizations could develop a set of operations to follow the standards before they get into the cloud computing service business.
C. Data-centric Security
As data security is one of the major concerns in security challenge, data security becomes very important in cloud computing services. The reason we bring forward the notion of data-centric security is that, in the mobile environment, although data collection happens all over the place, the final channel that deals with the data will be in a central place. Since mass data is uploaded by the customer themselves, data needs to be self-describing and defending, regardless of its environment, and it also needs to be encrypted and packaged with a usage policy [4] .
D. Privacy-enhanced Business Intelligence
As mentioned above the encryption of data is very important, however, the problem is that encryption will limit data use. In particular, customers' searching and indexing of the data will become problematic when encryption is too strict. How to allow customers to access data in a controlled manner requires privacy-enhanced business intelligence [4] . The development of intelligent encryption will open up new possibilities for cloud computing security and also lead to more reliable access to data.
E. Market-oriented Service Management
A high-level, market-oriented, cloud architecture will release a high-level of Cloud utility so that the power of cloud computing can be realized. However, many cloud computing services do not align their management with the market demands.
There are several ways to achieve high-level, marketoriented cloud architecture, especially to cope with the security and access challenges [8] . To name a few: customer-driven service management, computational risk management, and autonomic resource management.
While method 2 and 3 are frequently mentioned, method 1 is often less discussed. Here we raise the importance of customer-driven service management because from previous sections, we have summarized customer's concerns and it is still scant in current studies.
V. CONCLUSIONS
Although Saas, Iaas, and Paas models have dominated the cloud layers and access technologies, under the mobile environment, i.e., the App-as-a-Service environment, the challenges of security and access to cloud computing services need to be analyzed.
First, concerns of applying cloud computing services are investigated while the cloud provider, service provider and customers' perspectives are viewed. Then, two core concerns have been identified: security and access. Next, new trends faced by the service provider and the customer in the mobile environment are discussed, and the attributes and capabilities desired by the users have been emphasized. Fourth, three levels of strategies to cope with challenges and trends are described It is expected that practitioners will be able to consider the cloud provider, service provider and customers' concerns, so as to balance the need for security and access to cloud computing under the mobile environment.
